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2. Middlebox Detection
= What for?

* Jroubleshoot connectivity issues.

» Verify that some middlebox works as expected.

« Perform network reconnaissance, prior to an
attack.
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* Developed for the Nmap Security Scanner.

« Sponsored by Google (GSoC Program).

» Freely available at http.//nmap.org/nping

o Still fo be done:
* |Improve application layer support.
» Build middlebox fingerprint database.

* |Implement bi-directionality.




Questions?

=

Thank you for your attention.




